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ABSTRAK

Perkembangan teknologi informasi di sektor perbankan tidak hanya memberikan
kemudahan transaksi, tetapi juga meningkatkan risiko kejahatan siber, khususnya
penipuan online dengan metode phishing. Penelitian ini bertujuan menganalisis
pengaturan hukum tindak pidana phishing, bentuk perlindungan hukum bagi
nasabah korban, serta penegakan hukum dan upaya hukum yang dapat ditempuh.
Metode penelitian yang digunakan adalah yuridis normatif dengan pendekatan
deskriptif, menggunakan data sekunder berupa peraturan perundang-undangan
dan literatur hukum. Analisis dilakukan melalui penalaran hukum deduktif. Hasil
penelitian menunjukkan bahwa pengaturan phishing di Indonesia tersebar dalam
KUHP, Undang-Undang Informasi dan Transaksi Elektronik, serta Undang-
Undang Perlindungan Data Pribadi. Perlindungan hukum terhadap korban
diberikan melalui mekanisme preventif dan represif yang melibatkan kewajiban
bank dan penegakan hukum pidana. Meskipun kerangka hukum telah tersedia,
efektivitas perlindungan masih menghadapi kendala teknis dan pembuktian,
sehingga memerlukan koordinasi lintas lembaga, termasuk peran Indonesia Anti-
Scam Centre (IASC), serta peningkatan kesadaran nasabah dan konsistensi
penegakan hukum.
Kata kunci: Perlindungan hukum, phishing, penipuan online, nasabah bank,
kejahatan siber.
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ABSTRACT

The development of information technology in the banking sector not only
facilitates transactions, but also increases the risk of cybercrime, particularly
online fraud using phishing methods. This study aims to analyze the legal
provisions on phishing crimes, the forms of legal protection for victimized
customers, as well as law enforcement and legal remedies that can be pursued.
The research method used is normative juridical with a descriptive approach,
using secondary data in the form of legislation and legal literature. The analysis
is conducted through deductive legal reasoning. The results of the study show that
phishing regulations in Indonesia are scattered throughout the Criminal Code,
the Information and Electronic Transactions Law, and the Personal Data
Protection Law. Legal protection for victims is provided through preventive and
repressive mechanisms involving the obligations of banks and criminal law
enforcement. Although the legal framework is in place, the effectiveness of
protection still faces technical and evidentiary obstacles, requiring inter-agency
coordination, including the role of the Indonesia Anti-Scam Center (IASC), as
well as increased customer awareness and consistent law enforcement.
Keywords: Legal protection, phishing, online fraud, bank customers, cybercrime.
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